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Letter fromt he

Director

As requested by the UT System Audit
Office, the following report summarizes UT
Da |l | ad# dctiviies during fiscal year
2009.

Thank you to the Internal Audit staff for their
hard work during the year. Though the staff
size is small, this report shows that the office
has added value to UTD operations. The
Internal Audit office appreciates the support
of management at both UTD and UT System
to help accomplish both our mission and
UTD&s mission.

Fiscal Year 2010 promises to be an exciting
year. We have converted our part-time
auditor to a full-time position, giving us
additional staff support. At the request of
the President, we have begun a project to
enhance departmental management reviews
and training. We will continue to work with
the Internal Auditing Education Partnership
program to provide training to the students
and additional services to the University.
Finally, through our audit plan and
consulting assistance, we will continue to
provide value-added services to help
enhance university operations and controls.

AP

Toni Messer, CPA, CIA

Director of Audit and Compliance




Internal Audit Annual Report 2009

Program Executive Summary

I n alignment wi t h UTDO s o Vv e r athd missidnsok theoOffice of o al s,
Internal Audit is:

To provide an independent, objective assurance and consulting activity
designed to add valwue and i mpr ovlethet
University accomplish its mission in learning, research and public service by
bringing a systematic, disciplined approach to evaluate and improve the
effectiveness of risk management, control, and governance processes.

For more information about the Office, pl eas e see Il nt er nal Audi t
http://www.utdallas.edu/audit-compliance/. This site gives links to audit information including

the audit charter, audit committee information, staff information, and the Internal Audit Office

Strategic Plan.

In September 2005, the Offices of Internal Audit and Compliance were
combined under the Office of Audit and Compliance, reporting to the
Director of Audit and Compliance. This reorganization was made to
facilitate total enterprise risk management and enhance the efficiency
and effectiveness of the two operations. The reorganization was also
made in response to the peer review of the Compliance Office conducted
in December 2003. Periodic peer reviews of the Compliance function
provide the necessary assurances that the Compliance Program is
operating effectively. The Director of Audit and Compliance serves as
the Chief Audit Executive and the Co-Compliance Officer.

THE UNIVERSITY OF TEXAS AT DALLAS
i I‘ Office of Audit and Compliance

Significant Accomplishments and Activities

Fiscal year 2009 was a busy year for the Office of Internal Audit. Significant accomplishments
and activities included:

+ Worked with 27 students f r om t he School o finterndla n a g e m
Auditing Education Partnership Program (IAEP) during the fall and
spring semesters on nine different audits. Our work provided the
students with real-world experience, increased our own staff
super vi sory and project management
mission in education. This work helped many of the IAEP students et
receive internships and jobs based on their audit experience at UTD.

Also, the Director made presentations to the auditing classes on risk assessment and
audit procedures. Our office also hired one of the top students as our staff auditor.
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+ Performed a detailed review of police department
operations to assist management in enhancing
internal controls.

+ Performed an audit of UNIX operations which led to
enhancements in network  security and
segmentation, standardized syslogging across A Vice President for Diversity
information systems (including UNIX), UNIX security A JAMP
configurations, logical access controls over critical Presidentds Entertal
system files under the UNIX environment, and AV R XS
improved UNIX documentation.

<+ Although a report is pending, the Office identified

numerous opportunities to enhance efficiencies in

Internal Audit Reports Issued in Fiscal
Year 2009

Follow-up of Prior Audit
Recommendations
Advance Research Program Grants

Athletics
the Executive Education process in the School of Vice President for Enrollment
Management and has been working with key A~ Unix
personnel in the School to improve those

operations.

%+ Provided assistance to management in various
hotline issues which resulted in operational changes that reduced the risks of fraud.

+ Participated in the PeopleSoft Steering Committee as part of the student information
system implementation.

+ Participated in a peer review at The University of Colorado which facilitated the sharing
of best practices in internal auditing between our office and other audit offices.

Internal Audit Processes

During fiscal year 2009, nine audit reports were issued, two special projects were completed,
and one external quality assurance review was performed.

The fiscal year 2009 Audit Plan stated that 23 priority
audits would be completed. Of that amount, nine were
completed and eight that were originally planned

Audits in Process at 8/31/09

Computer Account Requests
Executive Education

Construction

Lena Callier Trust

Texas Schools Project
Student Fees

SEVIS

Police

Cash Handling and Cash
Management

Financial Aid

1
1
1
1
1
1
1
1
1

— |

remained in process at year end. The remaining audits
were not completed due to time constraints caused by
the addition of the police and financial aid reviews and
audits that took longer than anticipated. There were no
significant changes to the scope of any audits on the
audit plan. The chart on page five shows the
comparison of actual to budgeted hours. The audits
not completed were either postponed to fiscal year
2010 or reassessed as part of the risk assessment
process for 2010 audits.
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Comparison of Actual Hours to Budgeted Hours: FY
2009 Audit Plan

2,500
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1,500
1,000
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Fiscal Year 2009 Audit Hours
The chart below shows the detailed audit plan budget to actual hours.
FY 2009 Audit Plan FY 2009 % FY 2009 R FY2009 %
Budgeted o Priority of  Acfual  of
Audit/Project Hours  Total Hours Total Hours  Total Status
Financial
FY 2008 Financial Statement Audit 500 500 1062 Repor issued.
FY 2009 Interim Financial Statement Audit Work 100 100 s In process &t B/31/09.
Presidential Travel and Entertainment Expenses Audit 80 80 1105 Repot issued.
JAMP 50 50 W5 Report issued.
Subotal Financial Audts 730 | | 1 730 | | 1% | tER5 || D%
Operational
Governance: Standards of ConductConflicts of Interest 120 Moved to FY 2010.
Performance Measures 120 Did nat complete. Reassess in FY 2010.
_ 0% Audit substantially complete. Waiting on raspanse
Construction 300 200 from management on last test.
New Centers & Programs: Sickle Cel Disease Research Center 120 Moved to FY 2010.
Athlefics 160 160 475 Reportissued.
Resenve for Change in Management Audits 200 200 U Project i pracess - moved to FY 2010,
Change in Management Audit: NS&M Dean and Department Heads 160 160 Moved to FY 2010.
Change in Management Audit: Dean of Engineering and Computer Science 60 60 Moved to FY 2010.
Canyfonvard from FY 2008
School of Management Execuive Education 180 180 05 Repart n process at B31/09.
VP Enroliment & Center for Brain Health - wrap-up 40 40 166 Reports issued.
Subtotal Operafional| | 1,480 | o 1000 | | 2% | | 18675 | | 2%
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2009

FY 2009 Audit Plan FY 2009 K FY 2009 % FY 2009 %
Budgeted of Priority of Actual of
Audit/Project Hours Total Hours Total Hours Total Status
Compliance
ATPIARP Grants 120 120 1985 Report issued.
95 At 8/31/09, waiting for management's responses to
Lena Caliier Trust, required annually by the Trust Agreement 120 120 |audit report. Responses received on 9/21/09.
Federal Portion of the Statewide Single Audit (assistance to State Auditor's 15 Report issued.
Office) 40 40
. . 362 Audit completed; waiting for management's
Texas Schools Project (Educalion Research) 90 90 responses.
Moved to FY 2010 due to new time and effort
UTS163 (Time and Effort Reporting & Cost Sharing) 200 200 reparting system in process of
Contracting 200 100 Moved to FY 2010.
PCl Gompliance - Payment Card (Credit Card) Industry Standards 120 120 Moved to FY 2010.
SEVIS 80 80 87.5 Paostponed at request of department to FY 2010.
Cash Handling (UTS 166) 180 180 1428 Fieldwork in process.
304 Fieldwork in process. Postponed due to special
Student Fees 180 180 projects
Subtotal Compliance 1,330 24% 1,230 21% 1181 16%
Information Technology
TAC 202 (IT Security) 200 200 Moved to FY 2010.
UTS165 (Information Resources Security and Use Palicy - includes Servers, Moved to FY 2010.
Patching, Incident Response Procedures, Security Operations, UTD-ID) 40 40
Work Orders & Billings 160 Combined with construction audit/
Unix 220 220 2955 Report issued.
UTD Marketplace System (combine with credit card industry standards audit) 160 160
Carryforward from FY 2008
93 Report in process. Revised due to changes in
Computer Account Requests and Authentication 80 80 operations; awaiting management's responses.
Subtotal Information Technology 860 16% 700 15% 3885 %
Follow-up Audits
Quarterly Follow-up of Significant Audit Recommendations 10 10 2
Annual Follow-up Audit 100 100 13 Report issued.
Subtotal Follow-Up 110 2% 110 % 133 ?%
Projects
ACL Project: Continuous Monitoring - Purchasing Cards 60 i
Annual Internal Audit Report 40 40 7 Report issued.
Audit & Compliance Committee 60 60 s
FY 2010 Audit Plan 90 90 7
PeopleSoft Steering Committee 120 120
Quality Assurance Reviews for Other Audit Departments 45 465 University of Colorado System - April
Reserved for Special Projects & Investigations 200 100 3895 Investigation - Police
U. T System Requests 40 40 215
Policies and Procedures Updates 100 100
Hotline Investigations 100 100 4
939.75 management audit of the police department -
University Police - management audit - - requested by President
Financial Aid 274 added at the request of President and management
Consulting (All Areas) 160 100 nore
Subtotal Projects 1,015 18% 750 % 1898 26%
Total| | 5505 | | 1o 4,520 | | To0% | | 7255 | | 100

Audit Committee

The Audit and Compliance Committee has oversight of the audit and compliance
functions and meets quarterly to identify, review and determine that management has
assumed responsibility for identifying (risk assessment) and managing (internal
controls) the business and financial risks.

t he

overseeing the preparati on o f

System.

i nst
the Director of Audit and Compliance are responsible for providing information to the UT
System Audit Office for use by the Audit, Compliance, and Management Review
Committee of the Board of Regents in discharging its oversight duties for the UT

The Committee is also responsible for
t ut

onobds fi

Information on the Audit and Compliance Committee can be found on the

departmental website at http://www.utdallas.edu/audit-compliance/audit_committee.htm.
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The Audit and Compliance Committee met quarterly during fiscal year 2009. The
composition of the Committee changed effective September 2008, as additional

members were added providing a better representation of t he Un
The Internal Audit Office trained new committee members upon their appointment to the

committee. The Committee is chaired by the President and includes the following

members:

President

Executive Vice President and Provost

Vice President for Business Affairs

Vice President for Student Affairs

Vice President for Research

Vice President for Information Resources and Chief Information Officer
Vice President for Enrollment Management

Dean of the School of Engineering and Computer Science
Associate Vice President for Finance and Controller
External member from outside UTD

Director of Audit and Compliance (ex-officio)

Compliance Manager (ex-officio)

>0 > T P T T T P T T P D

Audit Customers

Audit customers are sent an on-line survey at the end of each audit. Also, at the end of
each fiscal year, a more detailed survey is sent out to all audit customers who were
audited during the year. The following questions were used?, with ratings of excellent,
good, fair, or poor.

Relationships with Management

1 Internal auditing as a valued member of the management team.

1 Organization placement of the internal auditing function to ensure unhampered activity and
achieve their internal auditing objectives.

1 Auditors have free and unrestricted access to records, information, locations, and employees to
perform their audits.

1 The internal audit activity promotes a customer orientation by providing quality work.

Audit Staff

Objectivity of the internal auditors.

Professionalism of auditors.

Knowledge of your business process/success factors.

Quality of relationship and rapport between auditors and your department.

=A =4 4 =4

' Tool 4: Audit Client, Thel nsti t ut e of Quality Assessment Manuli 6" Bditisnp2009.
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Scope of Audit Work

1 Selection of importing operating areas for audit.
1 Pre-audit notification to you on audit purpose and scope.
1 Inclusion of your suggestions for areas to audit.

Audit Process and Report

Feedback to you on emerging issues during audits.

Duration of the audit.

Timeliness of the audit report.

Accuracy of the audit findings.

Clarity of the audit report.

Usefulness of the audit in improving business process and controls.
Internal audit follow-up on corrective action.

=A =4 =4 -4 -4 -8 -4

Management of the Internal Audit Activity

T Your wunderstanding of the internal audit activityods
1 Effectiveness of internal auditing management
1 Quality of staff development for subsequent transfer to/from operating departments.

Value Added

1 Assistance to management in risk assessment.
1 Partnership with management on control issues.
1 Degree of impact on corporate governance.

During fiscal year 2010, UT System Audit Office will be sending out surveys to the Audit
Committee and various audit customers. Therefore, the Audit Committee survey that is
usually sent out at year end was not performed.
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Resources and Competencies

9 Organization

The following organization chart is effective as of September 2009.

UT System Board of
Regents - ACMR

T Dr. Francisco Cigarroa
T Teemeoom UT System Chancellor

|
|
Charles Chaffin, CPA, |
CIA |
Chief Audit Executive : Larry Plutko
|
|
|

Chief Compliance Officer

Dr. David Daniel

] President [T T T T TTTTTTTT 1 T
Yimei Zhao, CPA, I : |
CISA, CIA, CFE .

ik ot UT Dallas Audit and | | |
s System Audit Compliance Committee |- I | |
Supervisor | |
T |
| ! |
| | |
| | |
| | |
!_ Toni Messer, CPA, CIA | :
__________________________ Director of Auditand |- ———————————— -l

Compliance |

|

|

|

Vacant |

Administrative |

Assistant :

Internal Audit Compliance
| |
[ I [ I ]
Jennifer Mayes, CFE Rene Herrera, CISA Ali Subhani, CIA Stl;g?tlré‘gns P?:lgr:eﬁalln(é:E
Audit Manager Information Systems Senior Auditor Staff Auditor Maga or
Audit Manager | 9

|
Rob Hopkins
Compliance
Coordinator

Carla (|3arner
Compliance
Assurance

Specialist (50%)
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1 Staffing
During fiscal year 2009, the Office of Internal Audit was comprised of a Director,
who was also responsible for oversight of the Compliance Office, and 3.5 full-
time equivalent (FTE) auditors. Effective September 1, 2009, the Office of Audit
and Compliance reorganized duties, and the audit staff size increased to 4.0 FTE
auditors. The former .5 FTE staff auditor moved to the Compliance Office, and a
new auditor was hired.

The average audit experience for the staff was approximately 11 years at August
2009. Eighty percent of the staff is certified. Two staff members have their
Certified Internal Auditor (CIA) certification, one is a Certified Public Accountant
(CPA), one is a Certified Information Systems Auditor (CISA), and one is a
Certified Fraud Examiner (CFE).

1 Training
Internal Audit staff received an average of 52 hours per year of continuing
professional education. Key areas of training included emerging audit issues,
risk assessment, information systems auditing, fraud, compliance, and ethics.
Most of the training was received by participating in conferences, seminars, and
webinars offered by the Association of College and University Auditors (ACUA)
and the Dallas Chapter of the Institute of Internal Auditors (l1A).

9 Contributions to the Profession
Members of the staff contributed to the profession in numerous ways:

The Director was a member of the ACUA Board and Chair of the Professional

Education Committee.

The Director served as a board member and Co-Chair of the Certifications

Committee for the Dallas Chapter of the IIA.

The Director served as a member of the Internal Auditing Education

Partnership Program advisory board.

The Senior Auditor participated on the Dallas Chapt er o fresearbhe |1 1 A0
project. The research project wa s e n t watehessdof SAB 70 Reports

and Its Applicationsamong! nt er nal Audi tors. 0

A The Audit Manager served as the photographer for the Dallas Chapter of the

lHA.

S A e <
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External Quality Assurance Review

In accordance with I[IA Standards, an external quality assurance review (QAR) was
performed in November 2006. Such reviews are required every three years by the

Texas Internal Auditing Act. The principal
objectives of the quality assurance review were to
assess the Internal Audit function of UTD's Office of
Audit and Compliance and its conformity to the
Institute of Internal Auditors (llA) International
Standards for the Professional Practice of Internal
Auditing (Standards), evaluate the department's
effectiveness in carrying out its mission as stated in
its adopted charter and as expressed in
management's expectations, and identify
opportunities to enhance its management, work
processes, and its value to UT Dallas. The QAR
team also evaluated the department's conformity to
the standards promulgated by Governmental
Auditing Standards (GAS) and the Texas Internal
Auditing Act, Government Code 2102.

The review concluded that The Internal Audit
function generally conforms to the Standards as a
whole and demonstrates the necessary evidence to
show conformity to the Texas Internal Auditing Act.
Recommendations were made to enhance
compliance with the standards and the
effectiveness of the department's work processes.

In accordance with the UT System external quality
assurance review process, a follow-up of the
external QAR was performed in June 2008. The
follow-up  concluded that most of the
recommendations had been implemented; however,
the audit manual should be put on-line once
updated.

The next external review is scheduled for December 2009.

Annual Plan for
Institutional
Effectiveness and
Budgeting: Internal
Audit Goals for Fiscal

Year 2009
1.Adequate and Sustained
Resources to ensure the
recruiting, development, and
retention of staff.

2.Responsiveness to Risk i
ensure continuous
awareness of current risks
in the university
environment and at UTD.

3.Completion of Audit Plans of
work based on Annual Audit
Plan that provides
assurance to management
on university operations and
addresses the key university
risks.

4.Compliance with Audit
Standards and best
practices as promulgated by
the Institute of Internal
Auditors, the UT System,
and the Texas Internal
Auditing Act.

5. Effective Communication
and Collaboration and
Partnerships with
organizations, institutions,
and personnel.
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Other Activities

The audit staff also participated in other university and professional activities, helping
build camaraderie with university staff and local peers, as depicted below.
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