


STATEMENT OF NON-DISCLOSURE FOR CONFIDENTIAL AND SENSITIVE DATA

I understand by virtue of my affiliation/employment at the University of Texas at Dallas, I may have access to records on various media which contain individually identifiable information, the disclosure of which is prohibited by either state or federal law, or university-designated as confidential or sensitive. I acknowledge that I fully understand that the intentional disclosure by me of this information to any individual not authorized by the owner of the data could subject me to criminal and civil penalties imposed by law. I further acknowledge that such willful or unauthorized disclosure also violates The University of Texas at Dallas’ policy and, for an employee, could constitute just cause for disciplinary action including termination of my employment regardless of whether criminal or civil penalties are imposed.

I also acknowledge that failure to sign this statement could result in denial or revocation of my access to all computer information systems at The University of Texas at Dallas.

Disclosure of your Social Security number (SSN) or UTD-ID is requested as part of your affiliation with the University of Texas at Dallas.  Your UTD-ID is used as a unique identification number in the Human Resource and/or Student Information system.  The SSN or UTD-ID is used by Security Administration only for tracking compliance with U.T. System Policy UTS 165 and The University of Texas at Dallas Information Resources Policy.  Further disclosure of your SSN will be governed by the Public Information Act (Chapter 552 of the Texas Government Code).

	     
	
	     

	Name Printed
	
	Department

	
	
	     

	Employee’s Signature
	
	Date

	     
	
	     

	SSN or UTD-ID
	
	Mail Station


· If there is any question or uncertainty, contact the Chief Information Security Officer for clarification as to what data are confidential or sensitive, who are data owners, and what constitutes authorized access.
· Data Classification Guidelines can be found at: http://www.utdallas.edu/ir/security/documents/DataClassificationStandards.pdf
· Guidelines for protecting confidential data can be found at: http://www.utdallas.edu/ir/security/documents/MinimumSecurityStandards.pdf 
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